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1. Introduction

1.1 Summary

FDMS (Fanvil Device Management System) is a server website used to manage devices
deployed in the network. FDMS is deployed at the top of the user's network. Devices in the same
network or sub-network receive the unified management of FDMS by registering with FDMS.
FDMS has built-in ACS server to perform command management communication with device
(CPE) through TR069 protocol. FDMS supports device configuration, troubleshooting, and
firmware or configuration file upgrades.

1.2 Target Audience

This document is for users who use FDMS management devices.

1.3 Terms

Terms Explanation

Auto-Configuration Server. This is the component that is responsible for

ACS the automatic configuration of customer terminal equipment in the
broadband network to achieve advanced services.

CPE Customer Premise Equipment
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2. FDMS Login and Start Up

2.1 login

Users need to have an account and password assigned by the administrator when using the
system for the first time, then log in directly to the FDMS web page address :
http://192.144.136.170/ .Users can go to login page, as shown in Figure 2-1
1)Type the correct username and password and select the appropriate language(Chinese or
English)

sign In

FmEEES

Product management platform

- Remember Me?

Figure 2-1
2) Click "Enter" to enter FDMS Home, as shown in Figure 2-2

Message English - C-)

System Information

@ Enable Online Checker Enable Notify Device Amount User Amount

holly.yao 1] — 0 ———
Home
FDMS Information [ Eegee] y click and get config file FDMS Not Started |
Device
Administrator Card Status Enable FDMP FDMS Server Address  # FDMS Server Port

click this button can set up FDMS

User Card X
w Inactive Inactive

Provision

Address Management

Control @Iy m Processing Success Failed Timeout

Figure 2-2


http://192.144.136.170/

2.2 Start Up FDMS

Fanvil

In the FDMS-Home-FDMS message, click "Start FDMS" and the interface will show that
FDMS started! And FDMS server address and FDMS server port. At this point, the FDMS system

started successfully, as shown in Figure 2-3

System Information

Enable Online Checker Enable Notify

1%/ v

FDMS Information [ geyees

holly.yao

+ Home
Device
B Administrator Card Status Enable FDMP

Bm  User Cad

Provision

Address Management

Control @)

Figure 2-3

Message ~ English = C¢
Device Amount User Amount
2
‘\ 0 __
. FDMS Started |
FDMS Server Address  # FDMS Server Port

m Processing  Success  Failed  Timeout
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3. Device Configuration

The precondition for using FDMS to control the device is to configure plug-and-play and TR -069
to the device. This document provides two methods. It is recommended to use the second method.

3.1 Configure Directly On The Device Web Page

Configure the relevant parameters on the device web page, the steps are as follows:

1. Web page for logging in to a device (for example, PA2 device): Configure on the System — Auto
Provision

2. Enable Sip PnP, Set the server address to the FDMS server address and the port to the FDMS
server port, as shown in Figure 2-3

Notify: The address and port of the server filled in here must be the same as the information
displayed on the home page of the FDMS system.

Logout  [rid)

Hang Up

keep online [EFIEY v

Auto Provision

CPE Serial Number 00100400FV02001000000c383e1fbda0

Authentication Name

> System

Authentication Password
+ Network
Configuration File Encryption Key

General C ion File Encryption
: Line Key
Save Auto Provision Information

: Intercom settings DHCP Option >>

SIP Plug and Play (PnP) >>
: Security settings

Ml

Enable SIP PnP

Server Address 192.144.136.170
: Function Key

Server Port 5062
Transportation Protocol upp v

Update Interval

Hour

Static Provisioning Server >>
TROG9 >>

Apply

Current Software Version: 2.1.1.3445

Figure 3-1
3. The related configuration of tr069 is as follows:

Item Description

Enable TRO69 Enable

ACS Server Type common

ACS Server URL http://192.144.136.170:80/zh-CN/Acs/Index

ACS User FDMS login username (For Example: holly.yao)

ACS Password FDMS login encryption password

STUN Server Addr 192.144.136.170

STUN Enable Enable
After completing the information, click "Apply"”, as shown in Figure 3-2
Notify:


javascript:;
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1. The encrypted password can be obtained in the quick configuration of the FDMS system home
page.

2. Whether stun is enabled depends on the software version of the device. The new software
version does not need to be configured with stun.

3. If you fill in the ACS login account and login password, users do not need to configure sip plug
and play and connect to the FDMS system.

J— B Keep online (admin )

Hang Up
T A
|2

Lownload Fail Check 1imes -

Auto Provision

* System

Save Auto Provision Information

DHCP Option >>
+ Network

SIP Plug and Play (PnP) >>

» Line Static Provisioning Server >>

TRO69 >>
+ EGS Setting /
Enable TROG9 v

Enable TR069 Warning Tone
+ EGS Access

ACS Server Type [Common ]
ACS Server URL
» FStoas ACS User
ACS Password
5 Domrar LS Version:
INFORM Sending Period o lsecond(s)
b FrEirn iy STUN Server Addr
STUN Enable td
+ Alert Apply

Current Software Version: 21.1.3609
Eaquil Co.Lid (CI2014 All Righis Rezerved,

Figure 3-2

3.2 Configure By FDMS

After the users login FDMS, click on the home page FDMS information, users

can download the common configuration file under the account. Then only need to import the

configuration file on the web side of the device, as shown in Figure 3-3

F- I B Keep Online Cadmin )
anvi T | [ Hangup |

e

Configurations

» System

Export Configurations
+ Network

+ Line
Import Configurations

» EGS Setting Configuration file: Select Import

Reset to factory defaults
+ EGS Access
Click the [Reset] button to reset the phone to factory defaults.

ALL USER'S DATA WILL BE LOST AFTER RESET!
Reset

* EGS Logs

» Door Lock

+ Function Key

* Alert

Current Software Version: 2.1.1.3469
Fanvil Technaloav Co.. Ltd. (C12014 All Richts Reserved.

Figure 3-3
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4 Using Of FDMS

4.1 Device

The main functions of the device module include: displaying the device list, performing

corresponding operations on the device, and searching for device, as shown in Figure 4-1

» Device list: display online status, model, name, ip, mac, etc .

»  Operating of the device: including search, restart, online check, upgrade, deployment, adding
equipment, etc.

»  Search: users can quickly search the device that they want to control in the device list

Notify: If users want to display more information about the device, they need to check the

corresponding information in Settings module of the system

Message ~ English ~ Cl)
Device
Q DeviceSearch G Reboot | [0 Delete 3 Online Check | & Upgrade | # Provision | [ Peramefer |~ t3 AufoTest | # Reprovision = Add Device
£ setp
holly.yao Search
Home Primary  Second
A Server Server
. Route Route Register Register Create
Device Online Model Name SIP MAC IP  Version Vendor IP Port Status Status Alias  Community Building Room  Time
B Administrator Card §
Online 318 4005  00d84a006472 192.168.3.115  2.1.1.3489 Fanvil 183.47.51.14 23524 Registered Registered Empty
B User Card
Online 318 160 00a834682553 192.168.1.160 2.1.1.3469 Fanvil 119.123.71.69 53877 Timeout Registered  Empty
Provision
Address Management Online 120 0c383e1e6107  192.168.1.171  2.1.1.3480  Fanvil 119.123.71.69 56945 Inactive Inactive Empty

Area Device

Figure 4-1

4.1.1 Devices Search

Click on "Devices Search" to search for devices in the LAN and display them in the device list, as
shown in Figure 4-1-1
Notify: This function only support servers and devices in the same LAN

10
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Message ~
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English

[

Q Device Search (& Reboot [ Delete | 13 Online Check & Upgrade | & Frovision Paramefer | t3 AutoTest | & Reprovision < Add Device
# setip
holly.yao Search
User Management
Primary  Second
A Server server
Egs Log Route Route Register Register Create
Online  Model Name SIP MAC IP Version Vendor IP Port Status Status Alias  Community Building Room Time
Log
Online 318 4005 00d84a006472 1921683115 2.1.1.3469 Fanvil 183.47.51.14 23524 Registered Registered Empl
Settings
Account Management Online i318 160 002834682553 192 166.1.160 2.1.1.3469 Fanvil 1191237169 53877 Timeout Registered  Empt,
Sub Account List
Online 30 0c383e1e6107 192.168.1.171  2.1.1.3480 Fanvil 119.123.71.69 56945  Inactive Inactive Empt,

Role Management

4.1.2 Reboot

Figure 4-1-1

Select a device or multiple devices, click the "Reboot" button, the page will pop up "operation is
successful”, the corresponding device will also reboot, as shown in Figure 4-1-2

Message ~ English + c.
Device
Q DeviceSearch (G Reboot [ Delete 3 Online Check £ Upgrade  #» Provision  [3 Parameter  t3 AutoTest  #» Reprovision < Add Device
£ setip
holly.yao Search
User Management
Primary  Second
A Server Server
Egs Log Route Route Register  Register Create
Online Model Name SIP MAC IP  Version Vendor IP Port Status Status Alias  Community Building Room  Time
Log
Online i318 4005 00842006412 1921683115  2.1.1.3469 Fanvil 183 47.51.14 23524 Registered Registered  Empity
Settings
Account Management Online i318 160 00a834682553 192.168.1.160 2.1.1.3469 Fanvil 1191237169 53877 Timeout Registered  Empty
Sub Account List
Online i30 0c383e1e610f 1921681171  2.1.1.3480 Fanvil 1191237169 56945  Inactive Inactive Empty

Role Management

4.1.3 Delete

Figure 4-1-2

Delete can delete single or multiple devices.
Select the device to be deleted, click the "Delete" button, the corresponding device will be
removed from the device list, as shown in Figure 4-1-3

11
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Message ~ English - CQ
Device
Q Device Search (G Reboot (@ Delete | 3 Online Check & Upgrade | #» Provision Paramefer | 13 AutoTest | #» Reprovision  # Add Device
& SetIp
holly yao Search
User Management
Primary Second
A Server Server
Egs Log Route Route Register Register Create
Online  Model Name SIP MAC IP  Version Vendor IP Port Status Status Alias  Community Building Room  Time
Log
Online 318 4005 00d84a0064f2  192.168.3.115 2.1.1.346% Fanvil 18347 5114 23524 Registered Registered Emply
Settings
Account Management Online 318 160 00a834682553 192168.1.160 2.1.1.348% Fanvil 1191237169 53877 Timeout Registered  EmMpty
Sub Account List
Online i30 0c383e1e810f  192.168.1.171  2.1.1.3480 Fanvil 1191237169 56945 Inactive Inactive Empty

Role Management

Figure 4-1-3

4.1.4 Online Check

Select the device and click "Check Online". If the server detects that the device is online, users
need to refresh the page and the status will become online, as shown in Figure 4-1-4

Notify: If the device connection is abnormal for about one minute, the device can be detected
offline. After the device is connected properly, FDMS can detect the device online.

Message ~ English ~ (3
Device
Q Device Search C Reboot @ Delete 13 Online Check & upgrade & Provision [E Parameter 13 Auto Test 4 Reprovision + Add Device
FosellP
holly.yao Search
User Management
Primary Second
Egs L 4 the status :online/offline Server - Server
gs Log Route Route Register Register Create
onlin Model Name SIP MAC P Version Vendor P Port Status Status Alias Community Building Room Time
Log | 3
Online 315 4005 000842008472  192.168.3.115 2.1.1.3469  Fanvil 183.47.51.14 23524 Registered  Registered  Empty
Settings
Account Management Online 318 160 002834682553 192.168.1.160 2.1.1.3469 Fanvil 19.123.71.69 53877  Timeout Registered  Empty
Sub Account List
Online i30 0c383e1e610f 1921681171 2.1.1.3480 Fanvil 1191237169 56945 Inactive Inactive Empty

Role Management

Figure 4-1-4

4.1.5 Upgrade

FDMS provides two ways to upgrade the software / configuration /certificate. The way one is
recommended.

12
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Method 1: Select the device, click “Upgrade”, in the pop-up upgrade page, directly select the file
to be upgraded, click the “Upgrade” button, as shown in Figure: 4-1-5-1

holly.yao

Home

Device

Provision

Settings

Model Management

Address Management

Area Device

Method 2: Need to complete the upgrade in two steps

Figure4-1-5-1

4 essag English ~ c#
File List i318
Device
Software Configuration Certification
Q. Device Seard 13 Auto Test &R isior + A
1 2
# setll
C:\fakepathi3152.1.1.3609T20180718144753.2 @ Select  #» Upgrade
Cre
Online ~ Model Name SIP IAC fersior Community  Building Room  Tim
i318 7 7 192.166.3.2 21 anvil im e B THTX 1 402 7-
i318 400 192.168.1 21 anvil im Tim T st 1 07
11:C
iz 2o
318 192.168.3 24 Fanvil e e 7o _ 0103 07-
4
182

1. In the "Settings" page, click on the device model in the file management, such as "i30", select
the software/configuration/certificate file to be upgraded, and click the "Upload" button, as shown

in Figure 4-1-5-2

Message ~ English ~ CQ
Folder List / i30
i30 / x
holly.yao /
Software Configuration Certification
Home
C:\fakepath'i302.1.1.3445T20180323104228.2 & Select #» Upload
Device
Search
B Administrator Card
Type 4 suffix Filename size Create Time Delete
om  User Card No Data
Provision Previous ~ Next
Address Management

Notify: Uploaded file support format

File Type Upload Format

software .z,.bin
configuration xt, .xml
certificate .crt, .key, .ovpn, .pem

Fanvil Technology Co., Ltd
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2. Select the device in the device module, click "Upgrade", enter the upgrade file list interface,
select the software/configuration /certificate file to be upgraded, as shown in Figure 4-1-5-3

Message ~ English = c¢
File List 130
Device \ \
Software Configuration Certification
Q Davice Seardl 13 AufoTest | & Reprovision = < Add Device
cacit 1.35KB
F sell
Rout Create
Online  Model Name SIP MAC [P Version Vendor Aligs  Community Buiding Room  Time
B Adminstrator Card i318 2834 8 21 anvi 119.12 imeou Registered ~ Empy
Figure 4-1-5-3
3.After clicking the "Sure" button, the corresponding device will upgrade the

software/configuration/certificate file. After the upgrade is complete, the device will automatically
restart.
Notify: Upgrade certificate, the device will not restart

4.1.6 Provision

Select the device and click the "Provision™ button to set/modify the sip/TR-069/network and click
the "Sure" button, as shown in Figure 4-1-6.

Notify: When the device registers to FDMS for the first time, the FDMS obtains the corresponding
value of the configuration item from the device. During the configuration of the device, FDMS
records the previous configuration as the initial value of the next configuration. Modifying device
configuration item values by other means does not automatically synchronize updates to FDMS.

3

Message ~ English ~ Clb

Device / Provision

Provision x

SIP sIP2 TRO8% Network

holly.yao

Home

Device

B Administrator Card

B User Card

Provision

Address Management

§ Area Device

Fanvil Technology Co., Ltd

Enable
v

SIP Number

4003

Authentication Name

4003

Authentication Password

Register Server Address

172182217

Reaister Server Port

14
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Figure 4-1-6
4.1.7 Parameter

Single parameter setting and getting of selected devices, as shown in Figure 4-1-7

» Set: Set parameter name, type, value, select “Set” and click “Set”. After success, the
information will display the parameter list

»  Get: Get parameters, select “Get” and click “Get”. After success, the information will display
the parameter list

Message ~ English ~ CQ
Device / Parameter
Parameter x
Parameter Name
WL mED InternetGatewayDevice. Services. VoiceService.1.VoiceProfile. 1.Line. 1.Enable

Home Type

string .

Value

Device

B Administrator Card

B User Card

Get Set

Provision Get

Address Management Parameter Value
InternetGatewayDevice Services VoiceService.1.VoiceProfile.1.Line.1.Enable Enabled

Figure 4-1-7
Notify:” Set” the type and value of the basic parameters as shown in Table 4-1-7.

Parameter Name Type Value
SIP Enable String Enabled/Disabled
SIP Number String Customized
Authentication Name String Customized
Authentication Password String Customized
Register Server Address String Customized
Register Server Port unsignedint Customized
Proxy Server Address String Customized
Proxy Server Port unsignedint Customized
Enable Periodic Information boolean True/False
Auto-Configuration Server Address String http://192.144.136.170:80/en-US/Acs/Index
Authentication Name String admin
Authentication Password String admin
Periodic Information Interval (s) unsignedint Customized
CPE Username String Customized
Connection Type String STATIC/DHCP
IP String Customized
Subnet Mask String Customized
Gateway String Customized
DNS String Customized

Table 4-1-7

15
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4.1.8 Auto Test

Select the device and click “Auto Test” to enter the Auto Test page. Click “Start Test”. FDMS
will return the list of parameters supported by the device. After the test is completed, the test
results will be displayed below and the test report will be downloaded, as shown in Figure 4-1-8

Message ~ English C‘
Device / Auto Test
Auto Test x®
MAC  00d84a0065cC
holly yao /
Start Test
Home
Download the report
om Administrator Card Parameter Readable  Writable  Error Message
InternetGatewayDevice. Services. VoiceService.1.VoiceProfile. 1.Line.1.Enable true true
B User Card
InternetGatewayDevice. Services. Voiceservice. 1. VoiceProfile. 1.Line. 1. DirectoryNumber true true
Provision InternetGatewayDevice. Services VolceService. 1.VolceProfile. 1.Line. 1.SIR.AuthUserName true true
InternetGatewayDevice. Services. VoiceService. 1. VoiceProfile. 1. Line. 1.SIP. AuthPassword true true
Address Management
InternetGatewayDevice. Services. VoiceService. 1. VoiceProfile. 1.SIP.RegistrarServer true true
(e e InternetGatewavDevice. Services. VioiceService. 1. VoiceProfile. 1. SIP.ReaistrarServerPort true true

Figure 4-1-8

4.1.9 Reprovision

During the use of the device, external factors (such as: modify the configuration of the login
device web page, not via FDMS) have been modified to the relevant configuration of the device.
Select the device in the FDMS and click the "Reprovision" button. FDMS will reconfigure the
device configuration to the previous FDMS configuration of the device, as shown in Figure 4-1-9

Message ~ English - C»

Device

Q Device Search C Reboot @ Delete 13 Online Check 2 Upgrade & Frovision E) Parameter 13 Auto Test £» Reprovision + Add Device

£ setlP
holly. yao Search
Home Primary  Second
. server  Server
Route Route Register Register Create
Device Online  Model Name SIP MAC IP  Version Vvendor IP Pot  Staws  Status  Alas Communiy Building Room Time
B Administrator Card - -
v | Oniine 1318 160 002834682553 192.166.1.160 2.1.1.3469  Fanvil 119.123.7169 53877 Timeout Registered  EMpty
B User Card
318 00084200642 192.168.3.115  2.1.1.3469  Fanvil 183.47.51.14 23524 Inactive Inactive Empty
Provision
Address Management Online 30 4003 0c383e1e610f  192.168.1.471 2.1.1.3480  Fanvil 1191237169 55552 Registered Registered  Empty

Figure 4-1-9

16
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4.1.10 Add Devices

There are three ways to add devices: a single addition, a serial addition, and a messy addition.
Default offline after successful addition.

Notify:

1. This function does not currently support direct connection to the device

2. The MAC’s format supports 12-digit hexadecimal numbers

»  Single: type the model and mac of the device

Serial: type the model and start mac and end mac of the devices

Messy: users can choose to import the mac address file, copy and paste the device mac
address into the text box, or directly enter the macs in the text box.

Import the devices, as shown in Figure 4-1-10

>
>

Message ~ English ~ (3

Device / Add Device

Add Device *®
Model /

holly.yao 20

Home Single Serial Messy \

Device Selec

B Administrator Card

B User Card

Hovexs

Address Management

Area Device

Figure 4-1-10
The imported mac file supports two ways ,as shown in Figure 4-1-11

00000001234, 000000002342, 000000004567

000000001234
000000002342
000000004567

M

Figure 4-1-11

4.1.11 Setip

This function is not supported currently

17
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4.1.12 View Device Details

COnline

Click on the device status to see the device details, as shown in Figure 4-1-12

Notify: users can click “refresh” button to see the latest device details

IMessage ~ English - CQ

Device V
Detail x

W Device Information
holly.yao Manufacturer Fanvil Iodel 318

Product Class i31s Serial Number 00100400FV020010000000a834682553

Home
Software Version 2.1.1.3489 Hardware Version 21
Device
Spec Version 1.0 Up Time 250600
B Administrator Card Vendor Config File Version 2.0002
User Card ¥ WANDevice
Provision NAT Enabled false Address Type STATIC
IP Address 192.168.1.160 Subnet Mask 255.255.255.0

Address Management

Gateway 192.168.1.1 DNS Server 172.18.1.1

Area Device

Figure 4-1-12

4.2 Model Management

The Model Management page provides different features for administrators and non-admins:
Administrator: Admin can add/delete/edit device models, configure the maximum sip line of the
device model, whether to open the door and video, upload the corresponding
software/configuration file, certificate file.

Non-admins: Users can only view the maximum sip line of the corresponding device model,
whether it supports opening the door and video, upload the corresponding software/configuration
file, certificate file, as shown in Figure 4-2:

18
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Home

Device

Provision

Seftings

Model Management

Address Management

Area Device

Fanvil

4 Message - English - cﬂ

Model Management

Search /
Model 4 Update Time Max Sip Line Support Open Door Support Videl Description F\%nagement
F600 2018-08-06 15:26:52 6 No Yes voip phone ]
208 2018-07-26 11:59:06 2 Yes No voip phone ]
i30 2018-07-26 11:59:06 2 Yes Yes voip phone ]
i31s 2018-07-26 11:99.06 2 Yes Yes voip phone ]
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4.3 Address Management

The main functions of the address management module are: selecting an address, adding an
address, an address list, and searching for an address function, as shown in Figure 4-3

Select address: select address module can use three modes to create address

Add address: there are two ways to add an address
Address list: display the number of devices in the address, etc.

Search for address: users can quickly search for the address you are looking for

Notify: The difference between selecting an address and adding an address is that users in the
selected address can flexibly use the three addition modes provided to create a specific address.
After adding the address, the address is displayed in the address list, and subsequent modules
(such as :Add Card) can be linked to this address

>
>
>
>

holly.yao
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Device
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User Card
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Address Management

Area Device

Address Management

=l

bl

Messy Rule

Plot Mode
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&  Phone Amount @

Figure 4-3
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y

m Delete
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4.3.1 Select Address

Select address module provides three modes to create addresses: messy, rule and plot mode, users
can use the combination of the three added modes to create a specific address. For example, create
a plot mode address, as shown in Figure 4-3-1

Notify: when the location information is added, the rule maximum support 100, and the plot mode
maximum support 500. The address created in the selection address cannot be deleted. Please add
it carefully.

Message ~ English ~ (]
Address Management

@ shenzhenfanvilo101 \ + Add Address

shenzhen Tanvil 0101
hollyyao

Messy Rule Plot Mode

Home

Address List
Device

B Administrator Card o As Address?
B User Card Q t=EFE i
U 9 o101 | o0 W Delete
Provision B 2015-06-08 024038
SRHI s, _
Address Management Q RISk NK ( @ Delete
Area Device B o01s0808002512 &  Phone Amount €
Figure 4-3-1

4.3.2 Add Address

After the address is added successfully, the added address will be displayed in the address list.
Follow-up module will be associated with the added address. The address is added in two ways.

1. After selecting the address to add, directly check the as Address check box, as shown in Figure
4-3-2
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Address Management

Shanfghai + Add Address

* seclect address

Shanfghai

holly.yao

Messy Rule Plot Mode
- Home

Device /
P

B Administrator Card A V| As Address? S e A

User Card .

Q &Il @ itE  Q shenzhen @ Shanighai ! @ Delete
Provision D
Address Management 7 Delee
Area Device B 201s-05-08092512 X rnone Amount @)

Figure 4-3-2
2. Select the previously added address in the Select Address drop-down list and click the "Add
Address" button, as shown in Figure 4-3-3

Message ~ English ~ C*

Address Management
Shanfghai + Add Address

== 7/ /
Shanfghai

Messy Rule Plot Mode

holly.yao

Home

Device

Bm  Administrator Card + Add As Address? enter key word to query ad

B User Card

Q FIl  Q dE  Q snenznen Q@ snanfhai ! m Delete
Provision D
Address Management =
[ Delete
Area Device B 2016-06.08 09:4038 &  Pnone Amount @

Figure 4-3-3

4.3.3 Address List

The address list can display the creation time of the address, the number of Egs and phones, search
and delete the added addresses.

4.4 Area Device

The area device module mainly manages and operates the device in a fixed address
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4.4.1 Egs List

The device in the area is displayed in the Egs list, and the device can be managed and operated
1.Reboot, Delete, Online Check, Upgrade, Provision, Reprovision, operation mode is same as
device module

2. Camera Preview

Camera preview of selected control devices

Notify: This function currently only supports devices and systems in the same LAN

3. Open Door

Select the device and click “open door” button, the corresponding device will open door, as
shown in Figure 4-4-2

Message « English - C"
-~ — -~ Open Door (ITT || 000102030405)
Q 0101 Qo
« Opened
Egs List A
holly yao + Add David W Camera Praview  Open Door
Home & Card Mang
Bm  Administrator Card Online Model MAC Community Building Room sIP vendor Create Time
leea 1208 001122214454 TR H—EIE 4005 Fanvi 2018-06-15 14:29:44
Provision Online T 000102030405 P Door 2018-06-14 12:09:49
hone

Address Management . n .

Area Device

Figure 4-4-2
4. Card Manage
Select the device and click “Card Manage” to display the user card bound with the Egs. At the
same time, user can also add/delete the user card to the Egs, click “Sync Card”, and all the cards
bound with the Egs will be displayed in the card list., as shown in Figure 4-4-3

Fanvil Technology Co., Ltd
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Device

= Administrator Card

User Card

Provision

Address Management

Area Device

5. Egs log

Area Device Egs's Card List
Card Manage
—

User Card

Searcn\

Administrator Card

Fanvil

Message ~ English ~ c-b

“ Bind Address Name

Card Index Card ID

Card Status

Create Time Card Type

FRYFTAIRE N 0201

0012345676 Enable

2018-06-1210:42:11  Guest

Figure 4-4-3

Previous n Next

The Egs log shows the record of the door open event. It can also delete records individually or in

batches.

Click "Log Sync" to synchronize the record list with the records on the Egs log and the log in the
web page of device, as shown in Figure 4-4-4

holly.yao

Home

Device

Bm  Administrator Card

User Card

Provision

Address Management

6. Add Device

Message ~ English ~ C"
Area Device | Egs Log
Egs Log / x
Search
4 Result Operator Create Time Card ID Access Type
Success 2018/06/14 14:09:10 lllegal Card
Success 2018/06/14 14:09:10 lllegal Card
First  Previous n Next  Last

Click "Add Device" to add other Egs devices in the area

4.4.2 Phone List

1. Reboot, Delete, Online Check, Upgrade, Provision, Reprovision, operation mode is same as

device module
2. Add Device
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Click "Add Device" to add other Phone devices in the area

4.4.3 Device Preview

The device preview interface graphically displays the ratio of Egs devices and phone devices in
the area and the ratio of online devices and offline devices, as shown in Figure 4-4-5

® Q0101 @ 0201

hollyyao /

+ Home Egs List Phone List Device Preview

Message ~ English ~ C"

Area Device

Device o Egs Rate Phone Rate % Oniine Device Offiine Device

em  Administrator Card

User Card

Provision

~— Egs Rate

Address Management

W Area Device

Figure 4-4-5
4.5 Alert

The alert page mainly displays the alert information in the abnormal state of the device in the
system (including the device offline, control device failure, etc.), and provides the following
functions, as shown in Figure 4-5

»  Search for alert information based on device mac.

»  Search for alert information by date.

»  Delete the alert information.

» Unbind the alert information.
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/‘ ° Message ~ English ~ C-)
Alert
0c383e1e610f
* July 2018
0c383e1fbd4b
su Mo !l we T Fr sa
0c383e1Mbd49
0c383e1mer , ) 5 4 5 s 7
holly.yao 0c383e1Mbdd! 5 “ 0 2 4
Home 0c383e1mbddd R . N
search by mac
0c383e1fddf 2 2
Device 00285960048 search by date
0c383e12456e
Provision
T Delete X unbind
Settings \
search
Address Management eare
X 4 MAC Type Remark Create Time status Level Unbind Time
Area Device
0c383e1fbd4b offline 2018-07-08 15:11.06 Cleared Normal 2018-07-09 15:11:56
R 0c283e1Mbd4a Offline 2018-07-09 15:11:06 Cleared Normal 2018-07-09 15:11:47

Figure 4-5

Notify:

1. Click this icon L g to jump directly to the alert page.

2. Alerts are automatically generated when the device is offline or fails to control.

3. If the device is offline and automatically online after a while, the offline alarm status will
automatically change from the ringing state to the cleared state.

45

4. The number displayed by this icon is the number of alert messages in which the alert

information that exists on the current day is ringing.

4.6 Provision

The main function of the module is to configure the template of the device (SIP, TR069, and
network). The configuration template and the private configuration template form a complete
configuration template, as shown in Figure 4-6-1.
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45 Message ~ English ~ C’
Provision Template List €
.
click and add provision template
holly.yao
Provision Template
Lo 2T .
Device © Edt | Delete 1
Provision
Settings _
+ Add | & Delete
Model Management Search . . .
2 click and add private provision template
Address Management 4 MAC Used Create Time Edit
) 111000000089 No 2018-08-02 15:04:54 @
Area Device
111000000088 No 2018-08-02 15:04:54 =)

Figure 4-6-1

4.6.1 Add Provision Template

Click the "Add Provision Template" button to enter the Add Provision Template page. As show
in Figure 4-6-2

Message ~ English - (g

Provision Template List | Add Provision Template

Add Provision Template x

Provisicn Template Name

holty.yao
Home siP TROE9 Network
D Enable
B Administrator Card Register Server Address

Bm User Card
Register Server Port

= Provision

Proxy Server Address

Address Management

Area Device Proxy Server Port

User Management

Figure 4-6-2

4.6.2 Add Private Provision

To add a private template, the user must first select a provision template and click "Add".
As show in Figure 4-6-3
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¥ Message « English + C¢
Provision Template List €
=+ Add Provision Template
hollyyao
Provision Template
Home 21THREEE \ -
Device G Edit [ Delete
1
Provision
Seftings _
+ Add | @ Delete
Model Management Search\
2
Address Management . MAN Used Create Time Edit
111000000089 No 2018-08-02 15:04:54 (]

Area Device

Figure 4-6-3
There are three ways for adding private provision:
1. Select a provision template, click “Add Private provision”, select Single, enter the Mac
address directly, and enter the SIP number, authentication user name, and authentication password.
Use it together with the provision template to configure the SIP, TR069, and network of the device,
as shown in Figure 4-6-3

Message = English ~ (3

Provision Template List | Add Private Provision

Add Private Provision »®

Pravision Template Name

holly.yao 217server
MAC
Device
Bl Administrator Card
sIP
User Card
SIP Number

Provision

Authentication Name

Address Management

Area Device Authentication Password

User Management

Figure 4-6-3
2. Select a provision template, click “Add Private Provision”, select Location and select an
address. The device under this address is directly configured with the template. It is used in
conjunction with the provision template to configure the SIP, TR069, and network of the device,as
shown in Figure 4-6-4
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Message - English « [c3
Provision Template List ' Add Private Provisior
Add Private Provision x
Provision Template Name
oty yao 217server
o Single L
Address
Device
Q@ Address Pick
B Administrator Card Start SIP Number

User Card
Authentication Password

Provision

Address Management

-]
Area Device
User Management
Figure 4-6-4

3. Select a provision template and click “Add Private Provision”. Select the import file. The file
is an Excel. There is a Mac address. The provision template can be directly configured on multiple
devices. It can be used in conjunction with the provision template to complete SIP and TR069,
network on the device, as shown in Figure 4-6-5

Notify: the mac column in the exported excel table only supports numbers and letters, and the sip
number column only supports numbers

Message ~ English ~ (3
Provision Template List / Add Privale Provisior
Add Private Provision x
Provision Template Name
o 217server
Home Single Location Import / 1
Private Provision Template Export
Device 2
Upload File
Administrator Card @ Select

B User Card
Cancel Sure
Pravision

Address Management

Area Device

User Management

Figure 4-6-5
Notify: The success of the addition is only the completion of a configuration file, but it is not
configured into the device. After the device initiates a TR0O69 connection for the next time, FDMS
checks whether there are any fresh configuration files that need to be configured on the device,
and if so, it is configured. After the configuration file is used, it will be expired until it is modified
to continue to use it.
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4.6.3 Edit
Click "Edit" button to edit template of SIP, TR069, and network

4.6.4 Delete

Click "Delete" button to delete the added configuration template

4.7 Administrator Card

Users can add an administrator card and search, delete, edit, and add single or multiple
administrator cards to the Egs, as shown inFigure 4-7

Message = English = o

Administrator Card

@ ’ ¥ AddCad [ Dekle A AddToEgs
Searth  gum— \

holly.yao 4 Bind Address Name Card Index Card ID Card Status Creale Time \Fmr

. . _ b |
o ERYIFHIEMR NR0101 coco 3265476875 Enabie 2018-06-12 15:11:28 ]
RIS ozt N il 5767898080 Enabie 2018-06-12 16:03:40 [}

Device
First  Previous n Next Last
& Administrator Card

User Card

Provision

Address Management

Area Device

User Management

Figure 4-7

4.7.1 Add Card

Click the "Add card" button to enter the add card page, as shown in Figure 4-7-1
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Message « English « (£]

Administrater Card | Add Carc

Add Card x

Address
Q Address Pick

Name
holly.yao

Home .
Card Index

Device

Card ID

B Administrator Card

User Card Card Status

=
Provision
Department
Address Management
Position
Area Device
User Management

Notify:

1. Card Index and card ID are in one-to-one correspondence

2. Card Index: If the card relation list is imported in advance, the card Index will be generated
automatically after the card ID is input.

3. Department: The default display address of the last three addresses, also can be customized

4. After the administrator card is added successfully, it is automatically delivered to all devices
under the address.

4.7.2 Delete

Select one or more administrator cards, click the "delete" button, the corresponding administrator
card will be deleted in the list, the administrator card that is bound to all devices will be deleted
accordingly.

4.7.3 Add to Egs

One or more administrator cards can be added to different Egs under different area

4.7.4 Edit

Select "Edit" button, users can enter the administrator card editing page, and can modify the
administrator card information.

4.8 User Card

The user card module manages all user cards. It can search, add, delete and edit user cards, and
add single or multiple user cards to the Egs, as shown in Figure 4-8
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Device
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3145543114 Enable 2018-04-20 18:01:55 Host [}
B User Card
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Address Management FHgE10 1261386954 Enable 2018-04-20 18:01:55 Host [}
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Figure 4-8
4.8.1 Add Card

There are three ways to add a card: location Reference , User Reference and Import Model . After
the success is added, the user card can be directly delivered to the user or the Egs device that the
user under the address needs to pass through, as shown in Figure 4-8-1

A5 Message ~ English ~ C"

User Card / Add Card

A "

Location Reference User Reference Import Model
holly.yao Address
Device tame
Provision card 1D

Settings

Card Status

m Model Management Enable .
Department

Address Management

Area Device

Paosition/Card Index

Figure 4-8-1

4.8.2 Delete

Select one or more user cards and click the "Delete" button. The corresponding user card will be
deleted from the list. The user cards bound to all devices will be deleted accordingly.
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4.8.3 Add to Egs

Select one or more user cards to add to different Egs in different locations, as shown in Figure
4-8-2

Message ~ English = (]
User Card
+ Add Card i Delete & AddToEgs  Card Index Management
Search
hally.yao 4 Bind Address Name Card Index Card ID Card Status Issuer Time Card Type Edit
Home Shanfghal kool 6456798708 Enabie 2018-06-16 17:58.03 Host [
FRUIDS {0201 TEEE 2333173818 Enable 2018-04-20 18:01:55 Host =3
Device
SRYIFE, NE0201 THE 3688050378 Enabie 2018-04-20 18:0155 Host [
Administrator Card FRHIE MK 0201 T 1270724299 Enable 2018-04-20 18:01:55 Host 53
SRYIPTE NE 0201 BEE 4220959947 Enabie 2018-04-20 18:0155 Host 53
User Card
I NR0201 EE 3145543114 Enable 2018-04-20 18:01:55 Host [

Figure 4-8-2

Add to Egs process:
1. Select the user card and click on "Add to Egs "button, as shown in Figure 4-8-3

Message - English = (]
User Card / Add To Egs
Add To Egs x
FRYIATMR N \ v
holly.yao
Search
Home
4 Online Model MAC Community Building Room Vendor
Device . s
Online 205 001122314454 i R4S =g Fanvi
BB Administrator Card Online lias 000102030405 k= EL 402 1P Door Phone
Previous Next
. User Card e n =

Provision Cancel Sure

Address Management

Figure 4-8-3
2. Select address
3. Check the device, users can check multiple devices at the same time, as shown in Figure 4-8-4

32



Fanvil

Message «  English = (cd
User Card / Add To Egs
Add To Egs x
FRYIP TRl
holly.yao
earct
Home
4 Online Mode! MAC ‘Community Building Room Vendor
Device Oniine 205 0MZ23Ms  CEETE T Fanl
B Administrator Card v Online fins 000102030405 b= i 402 1P Door Phane
— previous R Next
User Card . .
Provision Cancel
Address Management °® ® ®

Area Device

Figure 4-8-4
4. Click "Sure". If it is added successfully, the progress will be blue. After adding it successfully,
it will automatically jump to the user card page. If the add failure shows red.

4.8.4 Edit

Edit existing user card, address and card ID cannot be modified, others can be modified

4.8.5 Card Index Management

The main function of the card Index management module is to support the list of the
correspondence between the card Index and the card ID, as well as to delete the uploaded data and
support a key clear operation, as shown in Figure 4-8-5

Message ~ English = (]

User Card / Gard Index Management

Card Index Management x

Upload File \
e .

Home
Device Search
Administrator Card 4 Card Index Card ID Issuer Time

Mo Data
BW  User Card

First Previous MNext Last
Provision

Address Management

Area Device

User Management

Figure 4-8-5
Notify: The uploaded file format only supports .xls. After the upload is successful, users can enter
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the card index management page and view the successfully uploaded card relationship list. When
the number of card numbers is large, a progress bar will be displayed in the upper left corner of
the page to indicate the upload progress.

4.9 User Management

User management module can add and delete users, manage existing users, as shown in Figure 4-9

Message ~ English + 3
User Management
@
holly.yao 4 Bind Address Username Phone Create Time \ Edit
R . . Y
Home Shanfghal koo 145467876798 2018-06-16 17-58:03 G
) First  Previous Next  Last
Device n

Bl Administrator Card

BE  User Card

Provision

Address Management

Area Device

User Management

Figure 4-9

4.9.1 Add

Click the "Add" button to enter the Add page:
1. The device can be directly bound to this user via Egs MAC address and Phone Mac address, as
shown in 4-9-1

Message ~ English ~ (]
User Management | Add User
Add User x
Address
holly.yao @ Address Pick
Username
Home
Eesics Phone
B8 Adminisirator Card
Egs MAC
B User Card
Provision
Phane MAG
Address Management

& _Area Device

Figure 4-9-1
2. It can issue cards automatically, divided into serial type and messy type. It can be directly added
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to the user card. If the Egs MAC address is bound, the automatic issuance card can be sent directly
to the equipment, as shown in Figure 4-9-2

Dispatch Card Automatic

Card Amount

Dispatch Card Model
@ Serial Messy

Card Information

Figure 4-9-2
3. If you bind the Egs MAC address, select the automatically assigned sip account, users can use
the configuration template to configure, as shown in Figure 4-8-3

Dispatch SIP Automatic

Provision Template Name
Start SIP Number

SIP Password

[ o
Figure 4-9-3

4.9.2 Edit

Modify users phone and modify/add Mac address for device.

4.10 Egs Log

The Egs log module records the door opening event. Users can delete the Egs logs in a
single/batch mode or clear with “Delete All” button. And can also quickly search for the
corresponding logs, as shown in Figure 4-10
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Message ~ English = (J

Egs Log
W oeee W Delleal | Stastics —\ Auto Refresh?
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holty.yao 4 Device Result Operalor Create Time Card Index Gard ID Access Type
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402 Sucoess 2018/06/14 14:08:10 Web
Device .
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B Adminisirator Card Sucoess 2018/06/14 14:07:56 Web
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B User Card
|km35 Success 2018/06M11 15:52:19 Web.
Provision k5235 Sucoess 2018/06/11 15:52:08 Web
kx5 Success 2018/06/11 15:52:08 Web
Address Management
ils404 Sucoess 2018/06/11 15:51:55 Web
Area Device Fills404 Success 2018/06/11 15:51:55 Wweb
5404 Sucoess 2018/06/11 15:51:40 Web
User Management
Y5404 Success 2018/06/11 15:51:40 Web

Figure 4-10
Notify: If users need Egs log synchronization upload, they need to set Enable Open Log Server:
TRO069or all on the web side of the devices, as shown in 4-10-1

keep ontine BT T ( admin )
o] Horg Up

Action URL Time/Date

Features m

+ System

Common Settings
» Network

Switch Mode Switch-On Duration (1»600]59(0nd(;]
. Enable Card Reader Card Reader Working Mode

Le g Reacer HF Card Data o

» EGS Setting Limit Talk Duration Talk Duration (ZONGOOJ Second(s)
Remote Password I:l Local password I:l
APP Door Open APP Password ]

* EGS Access Enable Indoor Open Enable Access Table Enable ¥ TEAFTROGO
Description i315 IP Door Phone Enable Open Log Server TRO69 v J

+ EGS Logs Address of Open Log Server Port of Open Log Server
Door Unlock Indication Remote Code Check Length (1~11)

+ Door Lock Apply

» Function Key

Basic Settings >>

» Alert Block Out Settings >>

Current Software Version: 2.1.1.3417
Fanvil Technoloav Co.. Ltd. iC12014 All Riahts Reserved.

Figure 4-10-1
Notify:
1. Access types include: valid card, invalid card, disabled card, temporary card, local password,
remote password, web six types
2. Check the "Auto refresh?", the Egs log will be refreshed in real time, the refresh time is 5s

4.10.1 Delete

Select the corresponding Egs log and click the "Delete" button. The corresponding Egs log will be
deleted from the access log list.
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4.10.2 Delete All

Click the "Delete All" button (There is no need to select Egs log). All Egs logs will be cleared.
4.10.3 Statistics

Provides multiple ways to search the Egs log and download the Egs log, as shown in Figure
4-10-2

There are 5 ways to filter:

»  Filter based on the device's address

Filter by card Index

Filter by card ID

Filter by devices

Filter by time period

YV V V V

A, Message ~ English ~ C..

Egs Log / Statistics

Statistics / x

Address  FuliE/NX v Card Index | please entry card inde CardID | please entry card id Q. Search
holly.yao
Device ~Search v Start Time | please entry start time End Time | p try start end X Download
Home

Device Search \

- Result 4 Device Operator Create Time Card ID Access Type

Provision

Fail FoREME VK nknk 2018/07/26 16:36:40 0011709658 llegal Card
Settings )

Fail FREMANE nknk 2018/07/26 16:36:42 0011709658 lllegal Card
Model Management Fail et i INEGE) 2018/08/02 09:53.46 0011709658 lllegal Card

Fail Pt N 2018/08/02 09:53:44 0011709658 llegal Card
Address Management

Fail FiTMizNEsss 2018/08/02 09:53.43 0011709658 lllegal Card
Area Device Fail et i INEGE) 2018/08/01 09:43.05 0011709658 lllegal Card

Figure 4-10-2

4.10.4 Search

Enter the corresponding information in the search box to quickly search for the Egs logs

4.11 Log

Log interface records user operations on the system, users can delete, clear, search and remark the
log. As shown in Figure 4-11
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holly.yao 4 Create Time Operator Adtion \Remam

Home 2018-06-17 11:47:10 nolly.yao sign In | %
2018-06-17 11:47:08 hollyyao User (holly.yao) login timeout Empty
Device
2018-06-17 11:26:09 holly.yao Sign In Empty
B Administrator Card 2018-06-16 19:44:16 holly.yao User (holly.yao) login timeout Empty
2018-06-18 17:58:03 nally.yao add user (ko) Empt
B User Card " v
2018-06-16 17:58:03 hollyyao add user card (6456798708) Empty
= Provision 2018-06-16 17:54:28 holly.yaa Sign In Empty
P R Rtesh fa Tt 2018-06-16 17:54:27 holly.yao User (holly.yao) login timeout Empty
2018-06-16 17:31:33 holly.yao Sign In Empty
Area Device -
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Figure 4-11

4.12 Settings

Settings page can be used to set table columns , card relate and file management.

4.12.1 Table Columns Setting

Users can check the columns to be displayed they want. The device management list in the
"Device" module will be displayed accordingly, as shown in Figure4-12-1
1.For example, check the rout IP, rout port

Message ~ English + (]
Table Columns Setting
+ Online +  Model ' Name + SiP
«  MAC v P v Version «  Vendor
lv Route IP + Route Port v  Primary Server Reglster .. + Second Server Register ...
holty.yao
o Alias Community v Building «  Room
Home
+ Create Time
Device
Sure
Administrator Card
B User Card Card Relate Setting
Card Relate Sheet T Export
B
Upload File
Address Management @ select

Area Device

Ussr Management

Figure 4-12-1
2. Device list will displayed in device module, as shown in Figure 4-12-2
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Figure 4-12-2
4.12.2 Card Relate Setting

Provide a batch import card Index and card ID relationship table, import the card relationship table
in advance, only need to input the card ID when adding the administrator card and the user card,
and the corresponding card Index will be generated automatically. After successful import, user
can view the imported data in the User Card-Card Index management, as shown in Figure 4-12-3
Notify: The files imported in here only support .xls format files. Users need to export the template
first, modify it and import it according to their own wishes. 30,000 data can be uploaded in two
seconds.
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Figure 4-12-3
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4.12.3 File Management

Fanvil

The device is connected to the FDMS. There is a corresponding file directory under the file

management. Users can upload the software, configuration file, certificate file,
uploaded file, as shown in Figure 4-12-4

and delete the

Message - English + E.
@ Select
@ -
Folder List / i30
holly.yao
i30 x
Home
l Software Cor\rlg‘n‘amr\ Certification
Device
& Select  #» Upload
Bl Administrator Card
Bm UserCard
Type 4 Suffix Filename Size Create Time Delete
Provision
No Data

Address Management

Area Device

User Management

Figure 4-12-4

4.13 Account Management

»  Basic Information: Set user's basic information
» Ul Custom: Users can customize the upload icon
»  Modify Password: Modify the password

4.13.1 Basic Information

The module can upload avatars and set user's basic information, as shown in Figure 4-13-1

Message

Basic Information

® Photo
holyyao @
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Area Device
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User Management Phone
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Account Management
Sub Account List “
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English ~
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Figure 4-13-1
Notify: Uploaded file cannot exceed 100KB

4.13.2 Ul Custom

User can customize the Ul, as shown in Figure 4-13-2
Notify: Uploaded file cannot exceed 100KB

Ul Custom

Logo /
-\
holly.yao \JJ

#A Home

Figure 4-13-2

4.13.3 Modify Password

Modify the password already set by the user, as shown in Figure 4-13-3
Notify: the old password and the new password cannot be the same

Ui Lustom

Logo

:‘P\' L=
T
holly.yao
Home
Password Change
Device
0Old Password
B Administrator Card a
New Password
Bl User Card
Provision
Password Confirm
Address Management a

User Management

Figure 4-13-3

4.14 Sub Account List

Message ~  English ~

Message - English =

(]

(]

The main functions of the sub-account list module include: add sub-accounts, delete sub-accounts,

reset sub-account passwords, and search for sub-accounts
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4.14.1 Add Account

On the sub-account management page, click "Add Account” to enter the Add Account page,as
shown in Figure 4-14-1

Notify: the role name needs to be added in advance in the role management module. If there is no
available role name selection, there will be empty

Message ~ English - (g
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Role Name* /
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holly.yao

Home
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» 0 o©
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Figure 4-14-1
4.14.2 Delete

Select a sub account / multiple sub accounts Click the "Delete" button, the corresponding sub
account will be deleted in the list.

4.14.3 Reset Password

Select the sub-account and click "Reset password", fill in the new password, click "Sure" button,
the password reset is successful.

4.14.4 Search

Enter the corresponding information in the search box to quickly search for the corresponding
sub-account information.

4.15 Role Management

The main functions of the role management module are: adding roles, deleting roles, editing roles,
and searching for roles.
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4.15.1 Add Role

On the role management page, click the "Add Role" button to enter the Add Roles page,
customize the role name, and assign different permissions to the role, as shown in Figure 4-15-1
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Add Role | Add Role
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Role Name* /
holly.yao
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Home ; N "
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Figure 4-15-1

4.15.2 Delete

Select a role name/multiple role names Click the "Delete" button, the corresponding role will be
deleted in the list.

4.15.3 Edit

Select any role name, click the "Edit" button, users can change the permissions of the
corresponding role.

4.15.4 Search

Enter the corresponding information in the search box to quickly search for the corresponding role
information.
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